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TELEPHONIC BIOMETRIC SECURED ACCESS CONTROL 

REGISTERING BIOMETRIC IDENTIFICATION 
customer calls telephone company/server] 
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fingerprint unit is authenticated 



phone company sends 1st enrollment code 
(single DES) 



user places his/her fingerprint 
onto fingerprint reader 



first encrypted fingerprint is 
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phone company/server sends 2nd enrollment code 
to fingerprint unit which has second half of the ~ 
DES table along with random number for 
authenticating the first set of fingerprints and respond 
back with the 1 12 bytes Triple DES Cryptogram, 
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1st and 2nd enrollment code are 
combined to form final math table 
(triple DES) 



user places his/her fingerprint 
onto fingerprint reader 



fingerprints are compared for positive mate 
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if match occurs, random number is then 
operated on by final math table to form^-^ 
a triple DES cryptogram 


-—41 


! / 

j triple DES cryptogram is then sent to phone company/server 
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if triple DES cryptogram from fmgeprmt unit 
matches the phone company/server's ^ 
internally generated triple DES cryptogram, 
enrollment is complete 
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WEB BASED FINGERPRINT AUTHENTICATION 
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Encrypted XML packet flow for Fingerprint Authentication 
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4$ FAS - fingerprint Authentication System 

Interface to the computer using RS232, AO 
USB, PCMCIA, PCL Inflated, Bluetooth, 
any custom as well as industry standard 
interface. 
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World wide web interface using telephone line, 
cell phone, any custom intranet internet interface 



FAS = Fingerprint Authentication System 



PHONE BASED FINGERPRINT AUTHENTICATION 
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Encrypted XML packet flow for Fingerprint Au&enucau> 




System Interface to the public 
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to Internet phone, ceil phone 
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FAS - Fingerprint Authentication System 



